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P R E F A C E

Trust is the foundation

The AI Leadership Think Tank (ALTT) at the Marketing + Media Alliance (MMA) believes that for

AI to succeed, it must be built on trust. This template offers a framework for defining your

organization's ethical commitments. These principles are the guiding values behind any usage

policy, meant to inform every stage of the AI lifecycle, from concept to deployment.

Get the editable Word version

This is a fill-in template, and a PDF can't be edited. Download the brand-formatted, editable

Word version at alecfoster.com/downloads/responsible-ai-principles and replace the

bracketed fields there.

How to use this template

Fields to complete show as greyed, bracketed prompts — replace [COMPANY] and [AI

COUNCIL EMAIL] with your details (in the Word version, click a prompt and type; your text

replaces it in normal black). Adapt each principle to your context and risk profile, and adopt

the charter through your governance body. Pair it with the Generative AI Policy template to

turn these values into operational rules.
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T H E  T E M P L A T E

Introduction

At [COMPANY], we are committed to developing and deploying artificial intelligence, including

generative AI, in a manner that is ethical, responsible, and aligned with our mission and values.

We recognize AI's transformative potential and acknowledge the risks that come with it. These

principles are the foundation of our approach to AI governance, informed by leading frameworks

including the NIST AI Risk Management Framework, the OECD Recommendation on AI, and the

EU AI Act.

Our commitments

Human-centric approach

We design and deploy AI to augment human capabilities, not replace human judgment.

Meaningful human oversight is built into every system, especially in high-risk contexts, as

a final check on automated decisions. We address AI's effects on human autonomy,

agency, and dignity.

1.

Fairness, non-discrimination, and inclusion

We build AI that is fair and inclusive. We actively identify and mitigate bias in our data,

algorithms, and models, with measurable practices and regular audits. All training data is

privacy-compliant and legally sourced. Inputs and outputs are designed to do no harm to

individuals or [COMPANY], and our systems respect human rights and our values.

2.

Transparency and explainability

We are transparent about our use of AI. We disclose when and how AI is used in our

products, services, and decisions, and we make models and outcomes as interpretable as

possible, documented in plain language stakeholders can actually read.

3.

Privacy and security

Protecting individuals' data is paramount. We follow strict data-governance protocols

covering all confidential information, including first-party data, and design systems with

privacy-preserving techniques: data minimization, anonymization, and differential

privacy. All data sourced for training or fine-tuning is confirmed privacy-compliant and

legally sourced.

4.
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T H E  P R I N C I P L E S

Intellectual property and copyright

We respect IP rights and fair compensation for creators. We prohibit using our AI to

infringe copyrights, trademarks, or patents; verify usage rights before using external data

or models; and run an IP-law review to validate that AI-generated content does not

infringe. We prioritize licensed data sources.

5.

Accountability and governance

We hold ourselves accountable for responsible AI. Our AI Council — leaders across

technology, ethics, law, and business — oversees AI initiatives, ensures alignment with

these principles, and manages risk. Reach it at [AI COUNCIL EMAIL]. We maintain

escalation paths, incident response, and regular audits for quality, fairness, and safety,

documenting findings and actions.

6.

Vendor and partner accountability

We hold vendors and partners to the same standards we hold ourselves. Any third party

building or providing AI for [COMPANY] must demonstrate adherence to consistent

principles, and we conduct due diligence to verify their practices align — preventing

ethical lapses across the supply chain.

7.

Safety and resilience

We test thoroughly — red-teaming, adversarial training, and risk assessments across the

AI lifecycle — to find and mitigate hazards. We protect systems with access controls,

encryption, and intrusion detection, and we monitor performance, detect anomalies, and

respond to incidents.

8.

Collaboration and engagement

Responsible AI requires engagement with diverse stakeholders. We seek input from

employees, customers, partners, policymakers, academia, and civil society, and we

participate in industry initiatives to advance and share best practices.

9.

Societal benefit

We aim to use AI for societal benefit and sustainable development — prioritizing

initiatives that address real challenges and improve customer experiences — while

weighing the broader implications of our work and avoiding harm.

10.

Continuous learning and improvement

Responsible AI is an ongoing practice. We invest in research, and we review and update

these principles, our governance, and our practices as insights, technology, regulation,

and stakeholder feedback evolve. We revisit this policy at least annually.

11.
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P R I N C I P L E  1 2

Authorized and unauthorized use cases

We maintain a clear, regularly reviewed list of authorized and prohibited use cases, informed by

risk assessments, ethics, and legal obligations. As "bring your own AI" grows, we advise

employees which models are safe to use with confidential data.

Authorized Prohibited

Sensitive HR activities — compensation, talent acquisition, investigations — require strict human oversight.

Automated performance reviews that drive promotion or termination without documented human review are

prohibited. We define "substantial human influence" per use case, with disclosure guidelines.

Conclusion

These principles reflect [COMPANY]'s commitment to ethical, responsible AI. We invite

employees, partners, and stakeholders to adopt them — building trust, mitigating risk, and

directing AI toward innovation, growth, and positive impact.

Customer-service automation

Personalized marketing, with transparency

and consent

Fraud detection

Data analysis and reporting

Content generation for internal comms

and marketing, with human review

Process automation and R&D

Translation and accessibility tools

Cybersecurity enhancement

Fully automated, high-impact decisions

without human oversight — hiring,

lending, judicial, medical

Deepfakes or deceptive synthetic media

Surveillance or tracking without informed

consent

Social-scoring systems

Autonomous weapons

Generating discriminatory content

Anything violating privacy or data law, or

infringing IP
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A C K N O W L E D G M E N T S

Built by the AI Leadership Think Tank

This template was developed by MMA's AI Leadership Think Tank (ALTT) — over 300 members

from more than 160 brands, the largest working group dedicated to applying AI responsibly in

marketing. Special thanks to Alec Foster, Chief Agent Officer & Responsible AI Lead, whose

expertise shaped this framework, and to its contributors:

Joe Veverka, Microsoft

Sagar Ganapaneni, Intuit

Ceren Turkben Kaya, Mastercard

Michele McCray-Howard, Mastercard

Kay Vizon, Kroger

Morgan Gregory, Alltold

With guidance from Greg Stuart (MMA CEO), Rex Briggs (MMA AI Subject Matter Expert), and Hassan Khater

(ALTT Program Director), and thanks to all members of ALTT.

About the author

Alec Foster is MMA's Chief Agent Officer and Responsible AI Lead. He holds an M.St. in AI Ethics

from the University of Cambridge and a CIPP/US privacy certification, and has worked on

responsible AI and ethical marketing at Google, the White House, and Ethical Marketing, Inc. His

work spans machine-learning systems that simplify consumer arbitration and board service with

algorithmic-accountability nonprofits.

About MMA

The Marketing + Media Alliance (MMA) is the global, nonprofit alliance of CMOs and senior

marketing leaders working to advance marketers' ability to create value. Supported by the full

marketing ecosystem — brands, AdTech and MarTech, media, agencies, and platforms — MMA

builds evidence-based models, frameworks, and tools through multi-year Think Tanks and Labs.

Headquartered in New York City, MMA represents more than 825 corporate members across 16

countries.
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